Digital watermarking

Visible and invisible way of protecting data
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History

e Histiajos tattooed a message
on a shaven head of a
messenger

e In his way back hairs grows
back




History

e |mage or pattern in paper

e Firstintroduced in Fabriano,
ltaly - 1282

e Counterfeiting, examination

e Dandy roll or metal stamp




Digital watermarking

e Term coined in 1992

e First successful embedding
and extraction of
steganographic
spread-spectrum watermark
in 1993




Digital Watermarking

We define watermarking as the practice of imperceptibly
altering a Work to embed a message about that Work.

The embedded message should be hard to remove without
significantly distorting the Work.



Digital Steganography

We define steganography as the practice of undetectably
altering a Work to embed a secret message.

The presence of the embedded message should be
impossible to be determined.



Digital Watermarking Applications (1)

e Content authentication:
o Strict and robust authentication,
o Tampering localization.
e Content reconstruction:
o Restoration of original image content in case of
tampering.
e Reversible privacy protection:
o Blurring of selected regions of interest,
o High-quality reconstruction for authorized users.



Digital Watermarking Applications (2)

e Annotation watermarking:
o Embedding meta-data or textual descriptions: e.g.,
subtitles, patient’s medical history, doctor ID.
e Copyright protection:
o Embedding information about the author, owner, etc.
e Broadcast monitoring.
e Embedding low-quality soundtrack for
audio-synchronization.
e Audio watermarking - e.g., echo cancellation



Domains of application

Image

Video

Audio

Network protocols
Databases



Image security (1)

® Reasons?
o People (i.e. at least some of them) are cunning.
o The rest of them usually believe what they see.
o We want to know origin/history of the image

® Inthe meantime:
o Photoshop is growing stronger (CAF),
o GIMP is growing stronger (Resynthesizer).



Image security (2)

e Time frame and skills needed:

O

©)
O
©)

is the past: hours or days, professionals
recently: hours, power users

currently: minutes, common users

in the future: milliseconds, robots...



Meta information

o EXIF
o Not all image formats supports EXIF
o Easily changeable
O ...or removeable

e Separate files
o Even easier to manipulate than EXIF
o Integrity problems



How to hide

e Redundancy
e Barely-visible distortions
e Application dependent



Steganography

Not connected with cover image
Hide process of communication
Invisibility

Usually low payload



Watermarking

e Usually payload is somehow connected with cover image
e Allows to use additional data
e Payload size and visibility depend on application



Practical Example




Practical Example




Practical Example




Algorithm Classification

visibility
robustness
blind/non blind
domain



Attack scenarios

crop
compress

colorspace conversion
gamma correction
brightness change
collage/inpainting
noise



Motivation

e Enhancements/improvements

e Malicious manipulations




Measuring distortions

e PSNR, measuredin dB
o Above 45 dB imperceptible
o 40-45 dB noticeable
o 35-40 dB usually becomes annoying
o Below 35 in most cases unacceptable
e MSE
e SSIM
o Score value in range (0,1), where 1is best



Capacity

e Watermark size is usually measured in bits
e (Capacity of the image depends on the size
e Size determine number of pixels

To express capacity of the watermark algorithm bpp or bit
per pixel is used. LSB technique using 1 bit plane have a
capacity of 1bpp.



Measuring distortions

Original uncompressed image Q=90, PSNR 45.53dB



Measuring distortions

Q=30, PSNR 36.81dB Q=10, PSNR 31.45dB



Reversible Privacy Protection

e Image fragments might contain sensitive information:
o Applicable laws,
o Information access policies,
o Moral and social norms.
e In most situations this information is needed by a narrow
group of people and should not be visible by default.



Reversible Privacy Protection




Reversible Privacy Protection




Fingerprinting

Each access attempt generates an individual, watermarked

Work.
The Work is watermarked in a robust and imperceptible

manner:
o introduced modifications of the content are difficult to

perceive by a human eye,
o in order to remove the watermark, the content would need

to be significantly distorted,
o This mechanism can be used to identify the source of

information leakage.



Fingerprinting
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Annotation Watermarking

e The ideais to embed additional meta-data related to an image
directly in the image itself.

e F[acilitates easier information sharing, as it suffices to share the
watermarked images.

e The additional information is stored in a secure manner.

e A dedicated agent might be implemented to keep the
embedded information up to date with a database.



Content Authentication/Reconstruction

e Embed authentication signature
e Signature need to be robust to attacks and possible to recreate

e Embed low-quality version of the image
e Spread information over whole image
e Use information about authentic regions of the image



Content Authentication/Reconstruction




Content Authentication/Reconstruction










