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Abstract—Due to increasing requirements related to quality
of service and network dependability, several IP Fast-Reroute
mechanisms have been designed to limit the consequences of
one or more simultaneous failures in routed computer and
communication networks. However, the existing mechanisms vary
in terms of the underlying concept, the maximum number of
handled failures in the network, the employed signaling methods,
and the operation mode. In this paper, a high-level overview of
the main common features and conceptual differences of the
selected IP Fast-Reroute solutions and other related mechanisms
is presented and discussed, as the first step towards a more
extensive and in-depth analysis. In addition, future research
directions are proposed in the context of the selected challenges
identified in existing networks.
Index Terms—Network dependability, Network resilience, IP
Fast Reroute

of network components. Fig. 1 presents the related timeline
showing when the selected proposals were published.

I. I NTRODUCTION
Considering the increasing reliance of users, service
providers, and several institutions on the communication infrastructure, dependability of networks has become one of the
critical factors influencing many decisions made by network
operators. At the same time, failures of network components
are inevitable and effective protection methods are necessary
to avoid service downtime, the resulting loss in revenue, and
the potential damage to a company’s reputation. In routed
networks without additional protection mechanisms, failures
often result in service disruptions that may last for periods of
hundreds of milliseconds or several seconds, depending on the
underlying technology and specific configuration of network
devices. Every such disruption may lead to traffic losses or
forwarding loops occurring while the network is re-converging
on the new topology. Thus, increasing requirements with
respect to quality of service and dependability of computer
and communication networks have led to the development of
IP/MPLS Fast-Reroute mechanisms [1], [2].
The Loop-Free Alternates (LFA) scheme [3] is the basic
specification for implementing the IETF IP Fast-Reroute standard [2] in computer and communication networks. Due to
its simplicity and transparent operation with respect to other
routing solutions, it has been implemented in many existing
network devices. At the same time, LFA does not guarantee
full failure coverage in the network. Thus, one of the goals
of the following research efforts was to improve the failure
coverage in different scenarios assuming single failures of
links or nodes, and then also multiple simultaneous failures

Fig. 1. The Selected Proposals Related to IP Fast Reroute — Timeline (FIR:
Failure Insensitive Routing, LFIR: Loop-Free FIR, FIFR: Failure Inferencingbased Fast Rerouting, FCP: Failure-Carrying Packets, ESCAP: Efficient SCan
for Alternate Paths, LFA: Loop-Free Alternates, rLFA: Remote LFA, MRC:
Multiple Routing Configurations, rMRC: Relaxed MRC, LOLS: Localized
On-Demand Link State Routing, MPCT: Minimum Protection Cost Tree,
DDC: Data-Driven Connectivity, RPFP: Reverse Path Forwarding Protection,
ADST: Arc-Disjoint Spanning Trees, DMRwTEIST: Disjoint Multipath Routing with Three Edge-Independent Spanning Trees, LD-LFA: OpenFlow-Based
LFAs with Loop Detection). Names in the square brackets refer to the first
published IETF drafts, unless stated otherwise.

In this paper, a high-level overview of the main characteristic features and conceptual differences of the selected IP FastReroute solutions and other related mechanisms is presented
and discussed. Considering the large number of solutions in
this area, the proposed classification is intended to be the first
step towards a more extensive and in-depth analysis covering
both the early proposals and the most recent ideas. The basic
concepts and definitions related to dependable systems are
introduced in [4], [5].
The remainder of this paper is structured as follows. In
Section II, the general classification of the selected existing
IP Fast-Reroute strategies is introduced and discussed with
respect to the related criteria, as well as advantages and disadvantages. Section III presents the possible research directions
leading to future IP Fast-Reroute solutions. Finally, Section IV
concludes the paper.

II. C LASSIFICATION OF E XISTING S TRATEGIES
In this section, the selected existing IP Fast-Reroute methods are classified with respect to the following criteria: the
underlying concept, the maximum number of simultaneous
failures, the employed signaling mechanisms, and the operation mode. The corresponding sections contain brief explanations of the selected criteria, as well as references to example
proposals. For a survey of the selected early IP Fast-Reroute
and MPLS Fast-Reroute strategies, including the discussion of
micro-loops, avoidance methods, and some design guidelines,
the reader is referred to [6]. Additional evaluation results are
provided in [7].
A. Underlying Concept
The existing IP Fast-Reroute proposals are based on different underlying ideas. Tab. I presents the selected concepts
shared by particular solutions.
TABLE I
U NDERLYING C ONCEPT — E XAMPLES
Description
Forwarding to a loop-free alternate
Input interface-aware routing
Additional/extended forwarding tables
and other data structures
Tunneling
Redundant spanning trees
Failure coverage analysis and improvements (e.g., network graph modifications, virtual overlays, optimization of
link costs, loop detection extensions)

References
[3], [8]–[10]
[8], [11]–[17]
[16], [18]–[24]
[9], [25]–[28]
[14], [17], [22], [26],
[29]–[31]
[10], [32]–[40]

The early concepts following the IETF IP Fast-Reroute standard [2] include solutions which forward packets to available
loop-free alternates. One definite advantage of this approach
is its simplicity. However, depending on network topology,
it may not be able to provide full coverage of different
single-failure scenarios, which was one of the important issues
addressed in more recent proposals.
The second group of solutions was designed around the idea
of making rerouting decisions based on information about the
input network interfaces on which packets arrive. If a packet is
received on a different interface than expected, it is a potential
sign of a detour. In particular, if the packet arrives on an
interface being also its primary output interface leading to
the corresponding destination, a forwarding loop is detected
and the packet should be rerouted due to possible failure
experienced by the downstream nodes. This method can also
be used to deal with issues related to asymmetric routing
schemes, which is a significant advantage.
The solutions belonging to the third group either rely on
additional forwarding tables (for instance, see [18]), or they
assume that the primary FIB is extended, so that it can store
some necessary information used by the protection mechanism
(an example is presented in [41]). This information may
also be stored in other data structures, depending on specific
requirements. The immediate consequence is that more system

resources are used, which might not be acceptable in some
deployments, especially such that involve resource-constrained
devices. In addition, modifications of existing devices would
also be necessary to be able to benefit from this approach.
IP Fast-Reroute methods relying on tunneling encapsulate
the received packets and forward them to an alternative nexthop router, whenever the corresponding primary next-hop
router is not directly reachable. The new destination address
for each encapsulated packet may be determined either based
on information disseminated by the routing protocol with
appropriate extensions (see, e.g., [25]) or with the aid of
another signaling mechanism.
Several existing solutions are based on the concept of redundant spanning trees. Protection against failures is achieved
by identifying multiple spanning trees within the network
graph, and using the suitable trees to forward packets to
the respective destinations. The trees may be determined
according to some additional constraints — for example, they
should have a common root node and they can be edge/arcor node-disjoint to ensure that in specific failure scenarios, at
least one of the available trees can be used to deliver packets
to the destination. In some cases, it might be necessary to
pass additional information to the downstream nodes about the
trees that have already been selected by the upstream nodes
to forward a packet (for instance, see [22]), which requires an
additional signaling mechanism, such as reserved bits in the
packet header. Consequently, existing network devices would
need to be updated to support the new method.
Considering the limited failure coverage of many existing
solutions, as well as varying difficulty and cost of their deployment, one of the goals of the following research efforts was to
provide the necessary tools to help network operators decide
which methods they should deploy in their environments.
Another objective was to determine whether any modification
of the network would be necessary to increase the number of
covered failure scenarios. In particular, several related analyses
have been made in the context of the widely-supported LFA
scheme, leading to new insights and important solutions [32],
[34]–[40].
B. Maximum Number of Simultaneous Failures
As single-link failures represent the majority of failures in
typical operational IP backbone networks [42], several IP FastReroute strategies have been designed to provide adequate
protection. At the same time, most of the existing solutions
cannot deal with multiple simultaneous failures effectively,
limiting the ability of networks to recover from failures caused
by such events as natural disasters or area-based attacks. Thus,
the corresponding methods have been designed to help solve
this issue, while in the selected cases, the strategies proposed
for single-link failures also cover failure scenarios affecting
an entire Shared Risk Link Group (SRLG). Tab. II presents
the classification of the selected solutions with respect to
the maximum number of simultaneous failures that may still
be handled properly, as long as the network graph remains
connected.

TABLE II
M AXIMUM N UMBER OF S IMULTANEOUS FAILURES
Description
Single link failuresa

References
[2], [3], [8]–[13], [15], [18]–[21], [25],
[29], [30], [43]–[52]
Single node failures
[2], [3], [8], [10], [11], [15], [18]–[21],
[25], [30], [45]–[47], [50]–[53]
Dual link failures
[14], [23], [53], [54]
Multiple failuresb
[16], [17], [22], [24], [28], [55]–[58]
a Including failure of an SRLG: [8], [25], [49], [51].
b Full coverage only for single failures: [28].

C. Signaling
Some existing IP Fast-Reroute strategies rely on additional
information being exchanged between nodes participating in
the recovery procedure. Thus, the corresponding signaling
mechanisms are required and should be taken into account in
new network designs, as well as during preparations for deployment in existing environments. On the other hand, several
methods are available that do not need any signaling scheme.
The selected solutions are classified in Tab. III according to
the corresponding signaling requirements.
TABLE III
S IGNALING
Description
Packet headerabc

References
[10], [14], [19], [20], [22], [25], [30],
[48], [53], [55]–[58]
Control messages
[23], [30], [47], [49], [51], [58]
Not requiredde
[2], [3], [8], [9], [11]–[13], [15]–[18],
[24], [28], [43]–[46], [50], [54]
Other
[29]
a Not necessary if virtual links are used: [58].
b Required only if used together with Loop-Free Alternates: [25].
c Note that [10] also requires a functional SDN network using the
OpenFlow protocol.
d In the case of SRLG protection, [8] requires an additional signaling
mechanism between neighboring routers.
e Note that [9] assumes that the network provides a functional tunneling mechanism.

protocol. It may either assume that messages are exchanged
between two nodes, or it may rely on controlled flooding
to deliver messages from the source to the other nodes (for
example, see [47]). In fact, the necessary information may
also be carried in the control messages of existing routing
protocols, such as the OSPF protocol. An example solution
which could benefit from this method is presented in [30]1 .
D. Operation Mode
The centralized or distributed operation of IP Fast-Reroute
methods has important implications on their performance. In
the centralized case, routing decisions are usually made by
a logically-centralized network controller having a complete
view of the network topology and the state of particular
devices. Two strong advantages of this approach are flexibility
and the ability to make informed decisions. At the same time,
the controller needs to be designed in such a way that allows
it to take appropriate action without significant delay while
guaranteeing both high availability and consistency among the
controller units (for a detailed discussion in the context of
Software-Defined Networks, the reader is referred to [59]).
Considering the failure detection time, the transmission delay
between the controller and other nodes, as well as potentially
large amount of information that needs to be collected and processed before making a decision, this set of requirements has
already been identified as a challenge [60]–[62]. On the other
hand, distributed solutions are able to react almost instantly
by triggering local protection mechanisms, but they often
have limited knowledge about the most recent changes in the
network topology. Thus, other ideas have also been proposed
that assume a mixed approach, combining the advantages of
the centralized and distributed approaches [10], [23], [62],
[63]. Tab. IV summarizes the selected solutions with respect
to their operation mode.
TABLE IV
O PERATION M ODE
Description
Distributed

In the case of the first group of solutions, signaling relies on
additional bits which are added to the IP header of forwarded
packets. The number of necessary bits varies, depending
on the specific way in which each method operates. For
example, the solution presented in [19] marks packets with an
identifier of the selected routing configuration and the authors
recommend that the IPv4 DSCP field be used for this purpose.
Alternatively, other suggested methods include IPv6 extension
headers or tunneling with the use of the private address space.
Another proposal, Failure-Carrying Packets [55], stores within
each packet additional information about failed links required
for routing that packet. Although the authors argue that the
number of necessary entries is generally expected to be small,
it is also important to note that it may depend on network
topology and specific failure scenarios.
The second important signaling scheme is based on control
messages and is typically associated with the corresponding

References
[2], [3], [8], [9], [11]–[22], [24], [25],
[28], [30], [43]–[49], [51], [53], [54],
[56]–[58]
Centralizeda
[21], [29]
Mixed
[10], [23], [50], [55], [62]
a Note that the solutions proposed in [21], [29] can also be implemented in a distributed fashion, provided that specific conditions are
satisfied.

III. F UTURE R ESEARCH D IRECTIONS
In the case of typical computer and communication networks, several IP Fast-Reroute mechanisms have been proposed and the related problems have been well studied over
the last years. The known solutions vary in terms of the
failure coverage and the maximum number of handled failures in the network. Some of them can deal with multiple
1 Note that the authors modified the original concept of Not-Via addresses
in such a way that the number of required IP addresses is significantly smaller.

simulatenous failures, yet still, there are not many that can be
easily deployed in existing environments. Thus, one possible
direction of the ongoing research efforts might be to provide
tools and solutions which are simple to manage, simple to
implement, and compatible with existing network hardware
and software, depending on the general use case. At the same
time, increasing requirements related to network resilience, as
well as increasing adoption of SDN and virtualization technologies, call for further improvements of existing resilience
provisioning methods, while also addressing several important
design challenges, such as: logically-centralized control plane
and its potential reliance on the same data plane it manages,
failure detection time, transmission delay, and implementation
of the necessary logic in generic switching devices. While
benefiting from the flexibility offered by SDN, future fastreroute solutions should be designed in such a way that does
not increase the complexity of SDN considerably.
IV. C ONCLUSION
In this paper, a high-level overview of the main characteristic features and conceptual differences of the selected IP
Fast-Reroute solutions and other related mechanisms has been
presented and discussed. In addition, the related timeline was
shown. Although numerous solutions have been proposed in
the past, the vast majority of them have not been implemented
in off-the-shelf network devices. Among the likely reasons
are both the overall complexity of the design and additional
requirements which made the solutions incompatible with existing devices and network protocols. Considering the selected
challenges identified in existing networks, the corresponding
future research directions were outlined. The proposed classification is intended to be the first step towards a more extensive
and in-depth analysis.
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